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Agenda Item:
7.1
The S3-173268 and the attached CT1 CRs indicate our current thinking for a good, secure, future proof solution for EDCE5 security.

Considering that:

a)          SA3 have no Release 15 work to specify new algorithms beyond SNOW, AES and ZUC;

b)         Existing drafts of NR-PDCP in TS 38.323 show that it is very similar to E-UTRAN PDCP in TS 36.323;

c)          E-UTRAN PDCP in Rel 14/15 has evolved quite substantially since Release 8 but required no new algorithm related CT 1 signalling;

d)         There is a strong desire from some operators to avoid unnecessary MME changes;

e)           SA3’s draft CR to TS 33.401 for EDCE-5 states that:

5G-EA0 which is the same as EEA0 for both RRC and UP confidentiality

5G-EA1 which is the same as 128-EEA1 for both RRC and UP confidentiality

5G-EA2 which is the same as 128-EEA2 for both RRC and UP confidentiality

5G-IA0 which is the same as EIA0 for RRC integrity protection

5G-IA1 which is the same as 128-EIA1 for RRC integrity protection

5G-IA2 which is the same as 128-EIA2 for RRC integrity protection;

f)           The existing security algorithm negotiation solution is well established (c.f. introduction of ZUC) and provides protection against man in the middle bidding down attacks (TS 24.301 clause 5.4.3.3);

g)          When/if SA3 specify new algorithms, the UE can indicate support for them via existing unused codepoints in the “security algorithm area” of the UE Network capability IE, or, use one of those existing unused codepoints to indicate that their support/non-support is signalled in a new extension field or new IE;

h)         The TS 24.301 codepoint definitions for the ZUC algorithm were added in the same Release that SA3 completed their algorithm specification work; and

i)           Drive tests indicate that E-UTRAN PDCP support for AES and SNOW is widespread across Europe,

Then 

The need for new NAS signalling to indicate whether the UE supports the existing EPS algorithms also on NR-PDCP seems limited. 

Note that how the UE’s support for AMF security algorithms is indicated to the EPC, and transported from MME to AMF at handover/idle mode mobility is left for other Work Items.



